
CHAPTER 5

Exploring IPv4
IPv4 addresses are the most common types of addresses used on the Internet 
and in internal networks today. It’s important to understand the components of 
an IPv4 address so that you can easily troubleshoot basic problems when a com-
puter has been misconfi gured. 

Large organizations often divide the network into subnets, and one of the 
rites of passage for networking is to understand how subnetting works. You 
don’t have to be a master at subnetting, but you should understand the basics.

Most organizations also use the Dynamic Host Confi guration Protocol (DHCP) 
to automatically assign IP addresses and other TCP/IP confi guration information. 
Although this normally works well, it occasionally fails. When a client can’t reach 
a DHCP server, it gives an obvious telltale sign—if you know what to look for. 

 ▶ Exploring the components of an IPv4 address

 ▶ Exploring an IPv4 address in binary

 ▶ Subnetting IPv4 addresses

 ▶ Comparing manual and automatic assignment of IPv4 addresses

Exploring the Components of 
an IPv4 Address
Internet Protocol version 4 (IPv4) has been the standard IP addressing scheme 
since the 1980s. It’s used to get TCP/IP traffi c from one computer to another 
computer over a network. All computers on the Internet have unique IP 
addresses. As long as the IP addresses are valid, any computer can reach any 
other computer on the Internet with this IP address.

Similarly, internal networks also use IP addresses. All computers on each 
internal network have unique addresses within the network, and these IP 
addresses are used to get traffi c from one computer to another.

You can think of an IP address like the street address of a home or busi-
ness. As long as the full address is valid, you can address a letter, and the post 
offi ce will deliver it. This also works worldwide. If you have a valid address, 
your letter will reach its destination. A valid address in the United States has a 
street address or a post-offi ce box, a city, a state, and a zip code.
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C h a p t e r  5  •  E x p l o r i n g  I P v 48 6

Valid IP addresses have four decimals separated by three dots. Additionally, the 
only valid decimal numbers in an IPv4 address are 0 through 255. For example, 
the following IP addresses are valid:

 ▶ 10.80.1.5

 ▶ 172.16.5.254

 ▶ 192.168.1.4

In comparison, the following are not valid IPv4 addresses:

 ▶ 10.80.256.5: No number can be greater than 255.

 ▶ 172.16.254: There must be four decimals.

You can tell what your confi gured IP address is by using the ipconfig com-
mand at the command prompt. The following steps show how to do this on a 
Windows system.

 1. Click Start ➢ Run.

 2. Type in cmd in the Run box, and press Enter. 

 3. At the command prompt, type ipconfig, and press Enter.

Your display will look similar to Figure 5.1, though you’ll probably have different 
IP addresses displayed. In the fi gure, both an IPv4 address and an IPv6 address are 
shown, though you may have only an IPv4 address. Additionally, you can see that 
the system is using a default gateway of 192.168.1.1.

F I G U R E  5 . 1  Viewing the IP address with ipconfig

Ascertaining the Network ID and 
Host ID of an IP Address
An IP address has two components: a network ID and a host ID. The network ID 
identifi es the subnetwork, or subnet where the computer is located. The host 
ID uniquely identifi es the computer within that subnet. 

▶

An IPv4 address 
expressed with 
decimal numbers 
separated by dots is 
in dotted decimal for-
mat, or dot-decimal 
notation.

▶

These steps will 
work on a variety 
of Windows systems 
including Windows 7 
and Windows 
Server 2008.

▶

The default gateway 
is the address of 
the near side of a 
router. It will typi-
cally provide a path 
to the Internet or 
other subnets and 
is explained further 
later in this chapter.
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COMPARING A NET WORK ID AND A ZIP CODE

A postal address includes the street address, city, state, and zip code. When 
the postal service receives a letter, it will get it to the post office in the 
correct city and state simply by using the zip code. The postal service then 
uses the street address to get it to the correct home or business.

Similarly, TCP/IP uses the network ID to get a packet to a router in the 
correct subnet. Once the packet reaches the subnet, it uses the host ID to 
get the packet to the correct computer on the subnet.

Throughout the United States, zip codes are unique. Each zip code repre-
sents a group of addresses relatively close to each other. Similarly, within 
a network, network IDs are unique. Each network ID represents a group of 
two or more hosts on a subnet of a network. 

Within each zip code, each address is unique. For example, you can’t have 
two addresses of 777 Success Road. If the addresses were the same, mail 
couldn’t be accurately delivered to both addresses. Similarly, within a sub-
net, computers with the same network ID must have unique host IDs. If 
two computers have the same host ID and the same network ID (the same 
IP address), it results in an IP address conflict. 

In internal networks, IP addresses are accompanied by a subnet mask. The 
subnet mask identifi es the portion of the IP address that is the network ID. 
The following are common subnet masks:

 ▶ 255.0.0.0

 ▶ 255.255.0.0

 ▶ 255.255.255.0

TCP/IP uses the subnet mask to determine which portion of the IP address is the 
network ID and which portion is the host ID. More specifi cally, when the subnet 
mask is confi gured at its maximum value (255), that indicates that the correspond-
ing portion of the IP address is part of the network ID. The remaining portion of 
the IP address is the host ID.

Consider an IP address of 192.168.1.5 with a subnet mask of 255.255.255.0. 
Figure 5.2 and Table 5.1 show the two parts of this IP address.

Since the fi rst three decimals of the subnet mask are 255, the fi rst three 
decimals of the IP address make up the network ID. The network ID is always 
expressed with trailing zeros. In other words, the network ID in this case is 

◀

Subnet masks can 
be more complex, 
but many internal 
networks use simple 
subnet masks with 
only the numbers 
255 or 0 in dotted 
decimal format.
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C h a p t e r  5  •  E x p l o r i n g  I P v 48 8

192.168.1.0. It’s incorrect to express it as 192.168.1 without the trailing zeros. 
The host ID is simply whatever remains after identifi cation of the network ID. In 
this case, the host ID is the number 5.

192 168 1 5
IP Address

When the subnet mask is
maximum (255), that portion of the
IP address is the network ID.

Network ID: 192.168.1.0

Network ID Host ID

255 255 255 0
Subnet Mask

F I G U R E  5 . 2   An IP address with a subnet mask

T A B L E  5 . 1   The two parts of an IP address

Network ID Host ID

IP 192. 168. 1. 5

Subnet mask 255. 255. 255. 0

Network ID 192. 168. 1. 0

Host ID 5

The subnet mask must have contiguous maximum numbers. In other words, 
once the fi rst zero is used, the remaining numbers must be zero. A subnet mask 
of 255.0.255.0 is not valid.

Identifying the network ID and host ID is very important. Every computer on 
a subnet must have the same network ID as part of their IP address, and each 
of these computers needs a unique IP address. When IP addresses are manually 
assigned, a simple typo can result in a computer not communicating at all. 

Consider Figure 5.3. You should be able to identify the network ID and the host 
ID of each of the computers in the two subnets. Additionally, the confi guration of 
two of the computers in subnet A and two of the computers in subnet B are incor-
rect. The addresses assigned to the router interfaces are correct. Can you identify 
the errors? 

▶

When using 
advanced subnet-
ting, this rule is 
worded a little more 
specifi cally. Once the 
fi rst zero bit is used, 
the remaining bits 
must be zero.
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Subnet A

192.168.1.5
255.255.255.0

192.168.2.7
255.255.255.0

192.168.1.1
255.255.255.0

192.168.4.1
255.255.255.0

Router

Subnet B
3

1

192.168.1.6
255.255.255.0

192.168.1.8
255.255.0.0

4

A B

2

192.168.4.5
255.255.255.0

192.168.4.7
255.0.255.0

7

5

192.168.14.6
255.255.255.0

192.168.4.8
255.255.255.0

8

6

F I G U R E  5 . 3 Identifying the network ID

The answers are given in the following text, but see whether you can fi gure 
out the answers on your own before checking your answers.

Notice in the fi gure that subnet A is on the left and subnet B is on the right. They 
are separated by a router. The router has two network interface cards (NICs), and 
each NIC is assigned an IP address. For all computers in subnet A, the NIC labeled A 
is the default gateway to subnet B. Similarly, for all computers in subnet B, the NIC 
labeled B is the default gateway to subnet A.

Router Connection A  The network ID is 192.168.1.0, and the host ID is 1. Since 
this is known to be correct, all computers on this subnet must have the same 
network ID (192.168.1.0). NIC A on the router is the default gateway for comput-
ers on subnet A.

Computer 1   The network ID is 192.168.1.0, and the host ID is 5. This computer 
is confi gured correctly. 

Computer 2   The network ID is 192.168.1.0, and the host ID is 6. This computer 
is confi gured correctly.

Computer 3   The network ID is 192.168.2.0, and the host ID is 7. Notice that 
the network ID is different from the default gateway. Since the network ID is dif-
ferent from other computers on this subnet and also different from the default 
gateway, this computer won’t be able to communicate on the network.

Computer 4   The network ID is 192.168.0.0, and the host ID is 1.8. Notice that the 
subnet mask is 255.255.0.0 with only two 255s instead of three. Since the network 
ID is different from other computers on this subnet and also different from the 
default gateway, this computer won’t be able to communicate on the network.

Router Connection B   The network ID is 192.168.4.0, and the host ID is 1. Since 
this is known to be correct, all computers on this subnet must have the same 

◀

It’s common to give 
a default gateway 
the fi rst IP address 
in the subnet such 
as 192.168.1.1. 
However, this is not 
required.
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C h a p t e r  5  •  E x p l o r i n g  I P v 49 0

network ID (192.168.4.0). NIC B on the router is the default gateway for comput-
ers on subnet B.

Computer 5   The network ID is 192.168.4.0, and the host ID is 5. This computer 
is confi gured correctly.

Computer 6   The network ID is 192.168.14.0, and the host ID is 6. Notice that 
the third number in the IP address is 14 and not 4. Since the network ID is dif-
ferent from other computers on this subnet and also different from the default 
gateway, this computer won’t be able to communicate on the network.

Computer 7   The subnet mask of 255.0.255.0 is invalid. A valid subnet mask 
can’t have numbers greater than zero once the fi rst zero is used. This computer 
won’t be able to communicate on the network.

Computer 8   The network ID is 192.168.4.0, and the host ID is 8. This computer 
is confi gured correctly.

Identifying the Default Gateway
The default gateway is the IP address of the router on the local subnet. If there’s 
only one router (as shown in Figure 5.3 earlier), it’s easy to determine the default 
gateway. However, if a subnet has more than one router, only one can be the 
default. The default gateway will usually provide a path to the Internet.

Consider Figure 5.4. It includes three routers with multiple subnets shown. 
Subnets x, y, and z have computers and IP addresses assigned, but this discus-
sion is focused on subnet A and subnet B. All the IP addresses in subnet A have 
a network ID of 192.168.1.0, and all the IP addresses in subnet B have a network 
ID of 192.168.4.0. Notice that both subnet A and subnet B have two routers. 
However, only one router will provide a path to the Internet.

192.168.1.1
255.255.255.0Subnet x

Subnet A
Network ID

192.168.1.0

Subnet y Subnet z

Internet

192.168.4.101
255.255.255.0

RouterB C

192.168.1.101
255.255.255.0

Router A

192.168.4.1
255.255.255.0

RouterD

Subnet B
Network ID

192.168.4.0

F I G U R E  5 . 4 Identifying default gateways
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If this is a typical network, all the computers in subnet A will be confi gured 
with a default gateway of 192.168.1.1, and all the computers in subnet B will be 
confi gured with a default gateway of 192.168.4.1.

Determining Local and Remote Addresses
The IP protocol looks at the source and destination addresses to determine 
whether they are both on the same local subnet. If they are on the same subnet, 
it then uses the Address Resolution Protocol (ARP) to broadcast the IP, learn the 
physical address, and deliver the packet to the destination computer.

However, if the destination IP address has a different network ID, it is consid-
ered to be on a remote subnet. The IP protocol then sends the data to the default 
gateway. 

You should be able to look at two IP addresses and determine whether they are 
both on the same local subnet or whether the destination IP address is on a remote 
subnet. You can do this with the following steps:

 1. Determine the network ID of the source IP address.

 2. Determine the network ID of the destination IP address.

 3. Determine whether they are the same:

 ▶ If so, they are local to each other. 

 ▶ If not, the destination address is on a remote network and data 
must be sent through the default gateway.

Give this a try with the following examples. See whether you can determine if 
the two IP addresses are local (with the same network ID and on the same sub-
net) or remote (with different network IDs and on different subnets).

Example Source IP Destination IP Local or remote?

1 192.168.1.5

255.255.255.0

192.168.1.254

255.255.255.0

2 10.80.1.23

255.255.0.0

10.80.2.27

255.255.0.0

3 192.168.1.17

255.255.255.0

192.168.11.23

255.255.255.0
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C h a p t e r  5  •  E x p l o r i n g  I P v 49 2

The following text provides the answers to this challenge, but see if you can 
fi gure them out before checking your answers:

Example 1   The network ID of the source IP address is 192.168.1.0. The network 
ID of the destination IP address is 192.168.1.0. These are the same, so they are 
local to each other. 

Example 2   The network ID of the source IP address is 10.80.0.0. The network 
ID of the destination IP address is 10.80.0.0. These are the same, so they are local 
to each other. 

Example 3   The network ID of the source IP address is 192.168.1.0. The network 
ID of the destination IP address is 192.168.11.0. These are different, so the desti-
nation IP address is remote.

Understanding Classful IP Addresses
IPv4 is a classful logical addressing scheme using three primary address classes: 
Class A, Class B, and Class C. The class of the address is determined by the fi rst 
number in the IP address. Additionally, the subnet mask is predetermined for 
each class. Table 5.2 shows these three IP ranges with an example IP address 
in each class.

T A B L E  5 . 2  Classful IP addresses

Class First number
Range of IP 
addresses Subnet mask Example

Class A 1 to 126 1.0.0.0 to 
126.255.255.254

255.0.0.0 10.80.1.15

Class B 128 to 191 128.0.0.0 to 
191.255.255.254

255.255.0.0 172.16.32.15

Class C 192 to 223 192.0.0.0 to 
223.255.255.254

255.255.255.0 192.168.1.5

Notice that the fi rst example IP address (10.80.1.15) has a 10 as the fi rst num-
ber. The number 10 is in the range 1 through 126, making this a Class A address, 
with a subnet mask of 255.0.0.0 and a network ID of 10.0.0.0. The second example 
IP address (172.16.32.15) has the number 172 fi rst, making it a Class B address 
with a subnet mask of 255.255.0.0 and a network ID of 172.16.0.0. The third 
example (192.168.1.5) has a 192 fi rst, making it a Class C address with a subnet 
mask of 255.255.255.0 and a network ID of 192.168.1.0.

▶

You should be able 
to identify the class 
of any classful IP 
address, its subnet 
mask, and its net-
work ID.

Gibson, Darril. Microsoft Windows Networking Essentials, John Wiley & Sons, Incorporated, 2011. ProQuest Ebook Central,
         http://ebookcentral.proquest.com/lib/shsbt-ebooks/detail.action?docID=707795.
Created from shsbt-ebooks on 2017-09-11 16:42:00.

C
op

yr
ig

ht
 ©

 2
01

1.
 J

oh
n 

W
ile

y 
&

 S
on

s,
 In

co
rp

or
at

ed
. A

ll 
rig

ht
s 

re
se

rv
ed

.



E x p l o r i n g  t h e  C o m p o n e n t s  o f  a n  I P v 4  A d d r e s s 9 3

UNDERSTANDING CL ASS D AND CL ASS E ADDRESSES

Class D and Class E addresses also exist but aren’t as important when under-
standing classful addressing. Class D is used for multicasting and includes 
the address range from 224.0.0.0 through 239.255.255.255. Class E is a 
reserved range from 240.0.0.0 through 255.255.255.255, 

Computers are able to determine whether the IP address is a Class A, Class 
B, or Class C address by looking at only the fi rst two bits in the address. These 
are the high-order bits with values of 128 and 64, as shown in Table 5.3. Notice 
that a Class A address has a range of 1 through 126, so the fi rst two bits may be 
0 or 0 and 1. Class B has a range 128 through 191, and the highest-order bit is 
always a 1, and the second bit is always a 0. Class C has a range of 192 to 223, 
and the two high-order bits are always a 1.

T A B L E  5 . 3  Identifying the upper-level bits of Classful IP addresses

27 26 25 24 23 22 21 20

Decimal value 128 64 32 16 8 4 2 1

Class A 0 0

Class B 1 0

Class C 1 1

Figure 5.5 shows the three classful IP address ranges with their network ID 
and host IDs separated. It also shows the value of the high-order bits for each of 
these classes.

One of the benefi ts of using classful IP addressing is that you can determine 
the subnet mask by looking only at the IP address. Once you know the subnet 
mask, you can then determine the network ID. For example, see whether you 
can determine the network IDs of the following classful IP addresses:

192.168.1.3

172.16.4.7

10.80.20.4

◀

High-order bits are 
simply the bits with 
the highest value. In 
a binary octet, the 
two high-order bits 
are on the farthest 
left with values of 
128 and 64.
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Class A Addresses
Range 1 to 126
SM 255.0.0.0

00

Class B Addresses
Range 128 to 191
SM 255.255.0.0

Class C Addresses
Range 192 to 223
SM 255.255.255.0

(8 Bits) (24 Bits)

Host IDNetwork ID

10

(16 Bits) (16 Bits)

Network ID Host ID

11

(24 Bits) (8 Bits)

Network ID Host ID

F I G U R E  5 . 5 Classful IP addresses

You need to determine the class of each, identify the subnet mask of the class, 
and then use that information to determine the network ID. Table 5.4 shows the 
result for each of these IP addresses.

T A B L E  5 . 4  Determining network ID of a classful IP address

IP address Class Subnet mask Network ID

192.168.1.3 Class C 255.255.255.0 192.168.1.0

172.16.4.7 Class B 255.255.0.0 172.16.0.0

10.80.20.4 Class A 255.0.0.0 10.0.0.0

Although most of the addresses in the three address ranges can be used, there 
are some restrictions. For example, you may have noticed that the entire range 
starting with 127 is missing. This Class A address range is reserved for testing. 
The address of 127.0.0.1 is known as the loopback address and is used to test the 
installed NIC. There are also several other IP address ranges reserved for use on 
internal networks only. 

Identifying Reserved IP Address Ranges
RFC 1918 identifi es several IP address ranges for use in private networks only. 
These addresses aren’t assigned to any computers on the Internet but instead are 
assigned to computers on internal networks. These private IP ranges are as follows:

10.0.0.0 through 10.255.255.255

▶

You can test the 
TCP/IP stack on a 
local computer by 
issuing the ping 
127.0.0.1

command from the 
command prompt. 
It should return four 
replies.

A special Automatic 
Private IP Addressing 
(APIPA) range is from 
169.254.0.1 through 
169.254.255.254. 
APIPA is described 
later in this chapter.

▶
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172.16.0.0 through 172.31.255.255

192.168.1.0 through 192.168.255.255

However, the fi rst and last address in each range is not usable. The only usable 
addresses in these ranges are:

10.0.0.1 through 10.255.255.254

172.16.0.1 through 172.31.255.254

192.168.1.1 through 192.168.255.254

You may remember that IP addresses on the Internet must be unique. No two 
computers on the Internet can use the same IP address. However, since private 
addresses are internal to a company, different companies can use the same IP 
addresses on their internal networks. In other words, company A can use a range 
of 192.168.1.1 through 192.168.1.254 for computers in their network, and com-
pany B can use the exact same numbers.

Exploring an IPv4 Address in Binary
Although you can usually work with IPv4 addresses using the dotted decimal 
format, you occasionally need to dig a little deeper. The following section gives 
some in-depth information on the IPv4 address at the binary level.

Understanding the Bits of an IP Address
People have 10 fi ngers and generally count using the decimal system with a base of 
10. However, computers only understand 1s and 0s and count using the binary sys-
tem with a base of 2. Each binary number is a bit and can have a value of 1 or 0.

An IPv4 address has 32 bits. You’ll commonly see the IP address expressed in 
dotted decimal format, but it can also be expressed in four groups of eight bits. 
Each group of eight bits is also known as an octet in the IP address. In other 
words, an IP address has four decimals in dotted decimal format, which can also 
be expressed as four octets in binary format.

For example, Table 5.5 shows an IP address and subnet mask expressed in both 
decimal and binary form.

A logical question is “How does 192 in decimal equate to 1100 0000 in binary?” 
The answer is based on which bits are ones in the binary string. Table 5.6 shows 
the relative value of the binary bits. The low-order bit (20) is 1 since any number 
raised to the 0 power is 1. 21 is 2 since any number raised to the fi rst power is 
equal to itself. The high-order bit (27) has a decimal value of 128.

◀

Octet means eight, 
and it’s accurate to 
say that an IP address 
has four octets. Eight 
bits is also a byte, 
and the address can 
be referred to as four 
bytes.
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C h a p t e r  5  •  E x p l o r i n g  I P v 49 6

T A B L E  5 . 5  Comparing dotted decimal and binary

IP decimal IP binary Subnet mask decimal Subnet mask binary

192 1100 0000 255 1111 1111

168 1010 1000 255 1111 1111

1 0000 0001 255 1111 1111

5 0000 0101 0 0000 0000

T A B L E  5 . 6  Binary and decimal values

27 26 25 24 23 22 21 20

Decimal value 128 64 32 16 8 4 2 1

If the fi rst two bits are a 1 (1100 0000), it represents one decimal value of 128 
and one decimal value of 64. The sum or 128 + 64 equals 192. These 8 bits can 
represent any value between 0 and 255. If all eight bits are a 0 (0000 0000), the 
decimal value is 0. If all eight bits are a 1 (1111 1111), the value is 255. 

Look at Table 5.7, and see whether you can determine the decimal values of 
the different examples. You can calculate the total decimal value by adding the 
decimal value for each bit that has a binary 1.

T A B L E  5 . 7  Binary values

27 26 25 24 23 22 21 20

Decimal value 128 64 32 16 8 4 2 1

Example 1 1 1 0 0 0 0 0 0

Example 2 1 0 1 0 1 0 0 0

Example 3 0 0 0 0 0 0 0 1

Example 4 0 0 0 0 0 1 0 1

Example 5 0 0 0 0 1 0 1 0

Example 6 0 0 0 0 0 0 0 0

Example 7 1 1 1 1 1 1 1 1

▶

You should be 
able to reproduce 
Table 5.6 from 
memory so that you 
can convert binary 
numbers to decimal 
and back. Notice that 
each number doubles 
from right to left.
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Here’s the solution to check your answers:

 ▶ Example 1 = 192 (128 + 64)

 ▶ Example 2 = 168 (128 + 32 + 8)

 ▶ Example 3 = 1 (1)

 ▶ Example 4 = 5 (4 + 1)

 ▶ Example 5 = 10 (8+ 2)

 ▶ Example 6 = 0 (none of the bits are a 1)

 ▶ Example 7 = 255 (128 + 64 + 32 + 16 + 8 + 4 + 2 + 1)

Notice that examples 1 through 4 are the binary values of the IP address 
192.168.1.5. In binary form, the full IP address is 1100 0000 . 1010 1000 . 0000 
0001 . 0000 0101.

DIG IT  GROUPING

When using decimal numbers, it’s common to group digits in threes sepa-
rated by a comma for better readability. For example, the number 1,234,567 
is easier to read than the number 1234567.

Similarly, binary numbers are grouped with four bits separated by a space. 
It’s easier to read 1100 0000 than it is to read 11000000. When digit 
grouping is used, it’s easy to see that it is two groups of four, but when 
digit grouping is not used, it’s not always apparent how many digits are in 
the binary string.

The actual value doesn’t change when digit grouping is used. The value of 
1,234,567 is the same as 1234567, and the value of 1100 0000 is the 
same as 11000000.

A simpler way of converting binary to decimal and decimal to binary is with the 
calculator built into the Windows operating system. Figure 5.6 shows the Windows 7 
calculator in the Programmer View (from the View drop-down menu). Other operat-
ing systems provide the same capability in the Scientifi c View.

After selecting the proper view in the calculator, enter the decimal number, and 
then click Bin to convert it to binary. If you want to convert it back to decimal, sim-
ply click Dec. You can also convert numbers to base 16 hexadecimal numbers (Hex) 
or base 8 octal numbers (Oct).
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F I G U R E  5 . 6 Converting decimal to binary

Understanding CIDR Notation
The subnet mask is sometimes referenced in a type of shorthand called Classless 
Inter-Domain Routing (CIDR) notation based on the number of bits. For exam-
ple, if the subnet mask is 255.0.0.0, it has 8 bits in use and can be referenced as 
/8. If the subnet mask is 255.255.0.0, it has 16 bits in use and can be referenced 
as /16. If the subnet mask is 255.255.255.0, it has 24 bits in use and can be refer-
enced as /24. 

Table 5.8 shows some example IP addresses expressed with CIDR notation.

T A B L E  5 . 8  Examples of CIDR notation

IP address Subnet mask  CIDR notation

192.168.1.5 255.255.255.0 192.168.1.5 /24

172.17.34.5 255.255.0.0 172.17.34.5 /16

10.80.4.7 255.0.0.0 10.80.4.7 /8

Masking the IP Address
An important point of this chapter is understanding that an IPv4 address includes 
two components: a network ID and a host ID. The subnet mask identifi es which 
is which by masking out the network ID. This was shown earlier with decimal 
numbers. When the subnet mask is confi gured at its maximum value (255), that 
portion of the IP address is the network ID. 

▶

Use the calculator 
to check your work. 
Some exams include 
a calculator, but you 
can’t always count 
on a binary-to-
decimal converter 
to be available. 
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The same point is true when using binary numbers. Consider an IP address of 
192.168.1.5 with a subnet mask of 255.255.255.0, as shown in Table 5.9. When 
the subnet mask is confi gured at its maximum (1 in binary), that portion of the 
IP address is the network ID.

T A B L E  5 . 9  Masking an IP address

Fist octet Second octet Third octet Fourth octet

192.168.1.5 1100 0000 1010 1000 0000 0001 0000 0101

255.255.255.0 1111 1111 1111 1111 1111 1111 0000 0000

Network ID 1100 0000 1010 1000 0000 0001 0000 0000

The computer looks at the fi rst bit in the IP address (in this case it is set 
to 1) and the fi rst bit in the subnet mask (also set to 1), and then ANDs them 
together, which yields a 1 as the fi rst bit in the network ID. It then looks at the 
second bit in the IP address (1) and the second bit in the subnet mask (also set 
to 1) and is set to a 1 as the second bit in the network ID. It does this with each 
of the bits to determine the network ID.

You can do it bit by bit, but it is simpler to just look at which bits are 1s in the 
subnet mask and recognize that the corresponding bits in the IP address make 
up the network ID.

BOOLE AN AND LOGIC

Within the computer, the “masking” is done by using Boolean AND logic. 
Boolean AND logic compares two bits and provides a single bit as the output. 
If both bits are a 1, the output is a 1. However, if either of the bits is a 0 or 
both bits are a 0, the output is a 0. 

The following list shows the four possibilities when ANDing two bits:

 ▶ 0 AND 0 = 0

 ▶ 0 AND 1 = 0

 ▶ 1 AND 0 = 0

 ▶ 1 AND 1 = 1
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Using Classless IP Addresses
Classful IP addresses include Class A, Class B, and Class C addresses as described 
earlier. Remember that when a classful IP address is used, the subnet mask is 
implied and doesn’t need to be included. Classless IP addressing can also be used. 

When a classless IP address is used, you must have both the IP address and the 
subnet mask to determine the network ID. As an example, an address of 10.80.1.5 is 
a classful IP address with a subnet mask of 255.0.0.0 and a network ID of 10.0.0.0. 
However, Table 5.10 shows how the same IP address can be used as a classless IP 
address with different subnet masks, resulting in different network IDs.

T A B L E  5 . 1 0  Examples of classless IP address

IP address Subnet mask Network ID

10.80.1.5 255.255.0.0 10.80.0.0

10.80.1.5 255.255.255.0 10.80.1.0

Subnetting IPv4 Addresses
Classful IPv4 address ranges can be divided into smaller groups of addresses, 
therefore creating subnets. Smaller organizations rarely need to do this, but large 
organizations frequently subnet the network instead of using the typical classful 
IP address ranges.

Administrators and IT support personnel need to understand subnetting to 
ensure that systems have the correct IP addresses assigned. Earlier in this chap-
ter you had the opportunity to compare different IP addresses and subnet masks 
for computers on a subnet to determine whether they were correct. This section 
has the same goal but with advanced subnetting techniques.

Consider a single class C network of 192.168.1.0 /24, as shown in Figure 5.7. 
It can host 254 computers on the same subnet. 

Imagine that users on this network are in four primary groups as follows:

 ▶ One group is regularly streaming video from a server.

 ▶ Another group is regularly uploading and downloading large graphics 
fi les.

 ▶ A third group is downloading large volumes of data from the Internet.

 ▶ The last group is just a regular group of users with occasional server 
and Internet access.
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S u b n e t t i n g  I P v 4  A d d r e s s e s 1 0 1

Network ID 192.168.1.0 / 24
192.168.1.1 to 192.168.1.254
Subnet Mask 255.255.255.0

Internet

Router

F I G U R E  5 . 7 A single Class C network

If all four groups of users are on the same subnet, their traffi c will compete 
with each other for network bandwidth. The overall performance of the subnet 
may be slow. However, if the four groups are divided into different subnets, each 
subnet will enjoy better performance. 

Determining the Number of Subnet Bits
In the example shown previously in Figure 5.7, it makes sense to create four 
separate subnets. This is done by borrowing bits from the host ID portion of 
the IP address and adding them to the network ID. They create a new portion 
of the network ID referred to as the subnet ID. If you borrow one bit, you can 
create two subnets. A single bit has two states, either a 1 or a 0, but you need 
four subnets, not two. If you borrow two bits, you can create four subnets. 

Figure 5.8 shows how the single Class C address is subdivided by borrowing the 
two high-order bits from the host ID portion of the address. The Class C address 
has a subnet mask of 255.255.255.0, with 24 bits in the network ID portion of the 
IP address and 8 bits in the host ID portion. 

If you borrow two bits from the original eight bits in the host ID portion, 
you now have six bits left for the host ID. The 24 bits of the original network ID 
and the two bits of the subnet ID are combined to give a total of 26 bits for the 
network ID.

It’s important to realize that the two borrowed bits are the high-order bits in 
host ID. They have the values of 128 and 64. These two bits have four possible com-
binations of 0 0, 0 1, 1 0, and 11, which will be used within the host ID to create 
four separate subnets. Table 5.11 shows these combinations and their values.

Figure 5.7 shown earlier was a single large subnet of 254 hosts. By subnetting 
the Class C address, you can get the four subnets shown in Figure 5.9. 

◀

This gives a new 
subnet mask of 
255.255.255.192 
must be used.
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C h a p t e r  5  •  E x p l o r i n g  I P v 41 0 2

Subnet ID (2 Bits)

27 (128) 26 (64) Subnet ID Four IP Ranges Broadcast Address

0 0 192.168.1.0 192.168.1.1-62

0 1 192.168.1.64 192.168.1.65-126

1 0 192.168.1.128 192.168.1.129-190

1 1 192.168.1.192 192.168.1.193-254

192.168.1.63

192.168.1.127

192.168.1.191

192.168.1.255

(24 Bits) (8 Bits)
One IP Range
254 Hosts

Network ID Host ID

(24 Bits) (6 Bits)
Four IP Ranges
62 Hosts in Each Range

Network ID Host ID

F I G U R E  5 . 8 Creating subnets

T A B L E  5 . 1 1  Subnetting with the two high-order bits

27 (Decimal 128) 26 (Decimal 64) Decimal value

0 0 0

0 1 64

1 0 128

1 1 192

Notice that each subnet has a specifi c nonoverlapping range of IP addresses. This 
is an extremely important point. If you assigned an IP address of 192.168.1.200 to 
a computer in subnet A, it wouldn’t be able to communicate with any other com-
puter since it has an incorrect network ID for the subnet.

If you wanted to create more subnets, you’d need to borrow more bits. You can 
use the following formula to determine how many subnets you can create based 
on how many bits you borrow: 2n, where n is the number of bits you borrow. 

For example, if you borrow two bits (22), you can create four subnets. If you 
borrow three bits (23), you can create eight subnets. Of course, the more bits 
you borrow from the host ID, the fewer hosts that you can create in a network.
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S u b n e t t i n g  I P v 4  A d d r e s s e s 1 0 3

Subnet A
Network ID 192.168.1.0 / 26

Subnet Mask 255.255.255.192
192.168.1.1 to 192.168.1.62

Subnet B
Network ID 192.168.1.64 / 26
Subnet Mask 255.255.255.192

192.168.1.65 to 192.168.1.126

Subnet C
Network ID 192.168.1.128 / 26
Subnet Mask 255.255.255.192

192.168.1.129 to 192.168.1.190

Subnet D
Network ID 192.168.1.192 / 26
Subnet Mask 255.255.255.192

192.168.1.193 to 192.168.1.254

Internet

F I G U R E  5 . 9 A subnetted network

Determining the Number of Hosts in a Network
Valid IP addresses cannot have all 0s in the host ID because that represents the 
network ID. Also, they can’t have all 1s in the host ID because that represents a 
broadcast address within the subnet. This eliminates two possible IP addresses 
in the range of IP addresses for any subnet.

For example, if you use a typical Class C network of 192.168.10 with a subnet 
mask of 255.255.255.0, you can’t have the following two IP addresses:

 ▶ 192.168.1.0 (since this is the network ID)

 ▶ 192.168.1.255 (since this is the broadcast address for the network ID)

This gives a valid range of 192.168.1.1 through 192.168.1.254 for a total of 254 
possible hosts. You can determine how many hosts are supported in any subnet 
based on the following formula: 2h – 2, where h is the number bits in the host ID.

A Class C address uses 24 bits in the network ID and 8 bits in the host ID, so the 
formula is 28 – 2. This gives a value of 254 (28 is 256 and 256 – 2 = 254). Table 5.12 
shows the number of hosts from a subnetted Class C address.

Although the discussion so far has been focused on subnetting a Class C net-
work, the same concepts can be applied to subnet a Class B or Class A network. 
Remember, a Class B network starts with 16 bits for the network ID and 16 bits 
for the host ID. Table 5.13 shows the number of subnets and the number of 
hosts a subnetted Class B network will support. 
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T A B L E  5 . 1 2  Determining the number of subnets and hosts in a Class C network

Borrowed bits from 
a Class C address

Subnet mask 
value

Number of 
subnets (2n)

Number of hosts 
(2h – 2)

1    0 255.255.255.128 2 (21) 126 (27 – 2)

2    0 0 255.255.255.192 4 (22) 62 (26 – 2)

3    0 0 0 255.255.255.224 8 (23) 30 (25 – 2)

4    0 0 0 0 255.255.255.240 16 (24) 14 (24 – 2)

5    0 0 0 0  0 255.255.255.248 32 (25) 6 (23 – 2)

6    0 0 0 0  0 0 255.255.255.252 64 (26) 2 (22 – 2)

7   Not valid since zero 
hosts are supported

255.255.255.254 126 (27) 0 (22 – 2) 

T A B L E  5 . 1 3  Determining the number of subnets and hosts in a Class B network

Borrowed bits from 
a Class B address

Subnet mask 
value

Number of 
subnets (2n)

Number of hosts 
(2h – 2)

1    0 255.255.128.0 2 (21) 32,766 (215 – 2)

2    0 0 255.255.192.0 4 (22) 16,384 (214 – 2)

3    0 0 0 255.255.224.0 8 (23) 8,190 (213 – 2)

4    0 0 0 0 255.255.240.0 16 (24) 4094 (212 – 2)

5    0 0 0 0  0 255.255.248.0 32 (25) 2046 (211 – 2)

6    0 0 0 0  0 0 255.255.252.0 64 (26) 1022 (210 – 2)

7    0 0 0 0  0 0 0 255.255.254.0 126 (27) 510 (29 – 2) 

A Class A network starts with 8 bits for the network ID and 24 bits for the 
host ID. Table 5.14 shows the number of subnets and the number of hosts a sub-
netted Class A network will support.
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T A B L E  5 . 1 4  Determining the number of subnets and hosts in a Class A network

Borrowed bits from 
a Class A address

Subnet mask 
value

Number of 
subnets (2n)

Number of hosts 
(2h – 2)

1    0 255.128.0.0 2 (21) 8,388,606 (223 – 2)

2    0 0 255.192.0.0 4 (22) 4,194,302 (222 – 2)

3    0 0 0 255.224.0.0 8 (23) 2,097,150 (221 – 2)

4    0 0 0 0 255.240.0.0 16 (24) 1,048,574 (220 – 2)

5    0 0 0 0  0 255.248.0.0 32 (25) 524,286 (219 – 2)

6    0 0 0 0  0 0 255.252.0.0 64 (26) 262,142 (218 – 2)

7    0 0 0 0  0 0 0 255.254.0.0 126 (27) 131,070 (217 – 2) 

WHAT IS  SUPERNET T ING?
You may run across the term supernetting in your studies. Although the process is 
more advanced than you’ll need to learn at this point, it is worthwhile understanding 
the big picture of supernetting. In short, supernetting is the opposite of subnetting. 

You’ve learned that subnetting divides a larger network into multiple smaller net-
works by taking bits from the host ID. Supernetting combines multiple smaller 
networks into a single larger network by taking bits from the network ID. This is a 
useful function when optimizing routing devices on a network.

Identifying Local and Remote Addresses
Earlier in this chapter, you had the opportunity to determine whether simple IP 
address and subnet mask combinations were on the same subnet (local to each 
other) or whether the destination IP address was on a remote subnet. You should 
be able to make the same determination even when advanced subnetting tech-
niques are used on your network.
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As a reminder, the following steps are used to determine whether an address is 
local or remote.

 1. Determine the network ID of the source IP address.

 2. Determine the network ID of the destination IP address.

 3. Determine whether they are the same:

 ▶ If so, they are local to each other. 

 ▶ If not, the destination address is on a remote network and must 
be sent through the default gateway.

However, when advanced subnetting is used, it’s a little harder to determine 
the network ID. For example, it’s not readily apparent what the network ID is of 
the following IP and subnet mask combinations:

 ▶ Source IP: 192.168.1.61, 255.255.255.192

 ▶ Destination IP: 192.168.1.65, 255.255.255.192

You can simplify the process of determining the network ID with the following 
fi ve steps: 

 1. Convert the IP address to binary. You can use a calculator to do this.

 2. Convert the subnet mask to binary. 

 3. Draw a vertical line after the last one in the subnet mask:

 ▶ Everything to the left of the line is the network ID. 

 ▶ Everything to the right of the line is the host ID.

 4. Determine the network ID in binary. This is as simple as copying the 
IP address in binary to the left of the line and writing 0s to the right 
of the line. 

 5. Convert the network ID to decimal. 

Figure 5.10 shows the steps for the 192.168.1.61 IP address, and Figure 5.11 shows 
the steps for 192.168.1.65.

Once you complete these steps, you can determine that the network ID of the 
source IP address is 192.168.1.0 and the network ID of the destination IP address 
is 192.168.1.64. These network IDs are not the same, so the destination IP 
address is remote.

▶

Really, draw the line. 
It’s a simple step 
and provides an easy 
way to visually sepa-
rate the network ID 
and the host ID.
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Applying Subnetting Knowledge
On the job, subnetting knowledge is important because a misconfi gured com-
puter won’t communicate with other systems. You should be able to look at the 
IP address and determine whether it is correct. 

192
255

168
255

1
255

61
192

Step 1. Convert the IP to Binary.

Step 2. Convert the Mask to Binary.
Step 3. Draw the Line at End of Mask.
Step 4. Determine the Network ID.
Step 5. Convert to Decimal.

Network ID

1111 11111111 1111 1111 1111

0000 00011100 0000 1010 1000
1192 168 0

1192 168 0

0000 00011100 0000 1010 1000 11110100

00 000011

00 000000

F I G U R E  5 . 1 0 Determining the network ID of 192.168.1.61

192
255

168
255

1
255

65
192

Step 1. Convert the IP to Binary.

Step 2. Convert the Mask to Binary.
Step 3. Draw the Line at End of Mask.
Step 4. Determine the Network ID.
Step 5. Convert to Decimal.

Network ID

1111 11111111 1111 1111 1111

0000 00011100 0000 1010 1000
1192 168 64

1192 168 64

0000 00011100 0000 1010 1000 00 000101

00 000011

00 000001

F I G U R E  5 . 1 1 Determining the network ID of 192.168.1.65

At the beginning of this chapter, you had the opportunity to do some basic trou-
bleshooting with Figure 5.3. It showed you the IP address and subnet mask of several 
computers with some computers confi gured incorrectly. However, those examples 
used subnet masks of 255.255.255.0 and 255.255.0.0 only. An actual network may 
have advanced subnet masks.

Take a look at Figure 5.12. The default gateways are confi gured correctly. The 
confi gured IP address, subnet mask, and default gateway are shown for each of 
these computers, but they aren’t necessarily confi gured correctly. Instead, they 
show common typo errors that occur when a system is confi gured manually. 
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Can you determine what computers are confi gured correctly and what the 
errors are for the other computers?

Remember, all computers on the same subnet must have the same network ID, 
and they must be confi gured with the correct IP address of the default gateway. Use 
the steps shown earlier to calculate the network ID of the default gateways and each 
of the computers on the subnets.

IP: 192.168.129.63
SM: 255.255.255.192
DG: 192.168.129.65

IP: 192.168.129.66
SM: 255.255.255.192
DG: 192.168.129.65

IP: 10.80.162.2
SM: 255.255.224.0
DG: 10.80.160.1

IP: 10.80.159.3
SM: 255.255.224.0
DG: 10.80.160.1

IP: 192.168.129.67
SM: 255.255.255.192
DG: 192.168.129.56

IP: 192.168.129.101
SM: 255.255.255.224
DG: 192.168.129.65

IP: 11.80.160.2
SM: 255.255.224.0
DG: 10.80.160.1

IP: 10.80.161.4
SM: 255.255.224.0
DG: 101.80.160.1  

Subnet A 192.168.129.65
255.255.255.192

10.80.160.1
255.255.224.0

Router

Subnet B
3

1

4

A B

2

7

5

8

6

F I G U R E  5 . 1 2   Troubleshooting IP addressing

The following text provides the solution to the challenge in Figure 5.12. After 
identifying all the errors you can fi nd, check out these solutions.

Computer 1  The network ID of the computer is 192.168.129.0. However, the 
network ID of the default gateway is 192.168.129.64. Since the network IDs are 
different and the default gateway is known to be correct, the computer is confi g-
ured with an incorrect IP address.

Computer 2    The network ID is 192.168.129.64, which is the same as the default 
gateway. This computer is confi gured correctly.

Computer 3    The network ID is 192.168.129.64, which is the same as the default 
gateway. However, the default gateway is confi gured incorrectly as 192.168.129.56 
instead of 192.168.129.65.

Computer 4    The subnet mask is incorrect on this computer. All of the comput-
ers on the same subnet must have the same subnet mask. The network ID is 
192.168.129.96, which is different from the network ID of the default gateway 
(192.168.129.64).

Computer 5    The network ID of the computer is 10.80.160.0, which is the same 
as the network ID of the default gateway. This computer is confi gured correctly. 

▶

Hint: Two of the 
computers are con-
fi gured correctly. 
The remaining com-
puters have errors.
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Computer 6   The network ID of the computer is 10.80.128.0, which is different 
from the network ID of the default gateway (10.80.160.0). This computer is not 
confi gured correctly.

Computer 7   The network ID of the computer is 11.80.128.0 (notice the fi rst 
octet is 11 instead of 10), which is different from the network ID of the default 
gateway (10.80.160.0). This computer is not confi gured correctly.

Computer 8   The network ID of the computer is 10.80.160.0, which is the same as 
the network ID of the default gateway. However, the default gateway is confi gured 
with an incorrect IP address. It should be 10.80.160.1 instead of 101.80.160.1. 

As a fi nal exercise with subnetting, consider a single Class C network with a 
network ID of 192.168.20.0 and a subnet mask of 255.255.255.0. You are tasked 
with dividing this network into two separate subnets.

See if you can answer the following questions:

What is the network ID of each subnet?

What is the subnet mask of each subnet?

What is the fi rst IP address of each subnet?

What is the last IP address of each subnet?

The graphic at the end of the Understanding APIPA section in this chapter 
shows one possible solution for this challenge.

Subnet A

Router

Subnet B
3

1

4

A B

2

7

5

8

6

IP:
SM:
DG:

Subnet A
Network ID:
First IP:
Last IP:

Subnet B
Network ID:
First IP:
Last IP:

IP:
SM:
DG:

IP:
SM:
DG:

IP:
SM:
DG:

IP:
SM:
DG:

IP:
SM:
DG:

IP:
SM:

IP:
SM:

IP:
SM:
DG:

IP:
SM:
DG:

IP Subnetting Challenge
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Comparing Manual and Automatic 
Assignment of IPv4 Addresses
IPv4 information can be assigned either manually or automatically. Manually 
means that you actually type in the IP address, subnet mask, default gateway, 
and other TCP/IP information such as the address of the DNS server into the 
confi guration screens on each computer. Automatic assignment uses Dynamic 
Host Confi guration Protocol (DHCP) server to assign the information to the 
computers without user intervention. 

In most networks, it is much easier to use DHCP. The majority of the clients 
automatically get their TCP/IP confi guration from a DHCP server. However, some 
clients may need to have a manually confi gured IP address. For example, the DHCP 
server must be assigned an address manually. Additionally, some clients don’t sup-
port DHCP, and devices such as routers need to be manually assigned.

Manually Configuring IPv4
You can use the following steps to manually view or confi gure the IPv4 informa-
tion on a Windows Server 2008 server or Windows 7 system.

 1. Click Start ➢ Control Panel. 

 2. Type Network in the Control Panel Search box. Select Network And 
Sharing Center. 

 3. Click Manage Network Connections in the Tasks pane on the left.

 4. Right-click Local Area Connection, and select Properties.

 5. Select Internet Protocol Version 4 (TCP/IPv4), and click Properties. 
Your display will look similar to Figure 5.13.

 6. Enter the appropriate IP address, subnet mask, default gateway, and 
address of a DNS server.

Using DHCP
If your system is confi gured to obtain an IP address automatically, a server on 
your network will be running DHCP. Windows Server 2008 servers include the 
DHCP role and can be confi gured to run DHCP.

▶

You can also just 
view the informa-
tion here without 
changing it. If you 
are using a DHCP 
server, it will 
be set to Obtain 
An IP Address 
Automatically.
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F I G U R E  5 . 1 3 Viewing the IPv4 configuration of the NIC

Figure 5.14 shows the process a DHCP client uses to obtain an IP address and 
other IP information from a DHCP server. This process is commonly called the 
DORA process, referring to the fi rst letter in each of the packets (Discover, Offer, 
Request, and Acknowledge).

 1. When the DHCP client turns on, it sends a broadcast looking for a 
DHCP server. This is the Discover packet.

 2. The DHCP server answers with an Offer packet. The offer includes an 
IP address, subnet mask, and other information such as the address 
of a DNS server. This offer is also referred to as a lease offer.

 3. The DHCP client replies with a Request packet to request the lease. If the 
DHCP client receives offers from multiple DHCP servers, it requests a 
lease only from the fi rst DHCP that offers a lease.

 4. The DHCP server responds with an Acknowledge packet. The DHCP 
server assigns this IP address to this client and removes the IP address 
from the list of available IP addresses to lease to other clients.

DHCP Client

Discover

DHCP Server

1

Offer 2

4

Request3

Acknowledge

F I G U R E  5 . 1 4 DHCP DORA process

◀

The default lease 
length on a Windows 
Server 2008 DHCP 
server is eight days. 
Clients try to renew 
their lease after 
four days.
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The DHCP broadcast packets are special bootp broadcast messages defi ned in 
RFC 1542. A regular broadcast message would not pass through a router, but a 
bootp broadcast uses UDP ports 67 and 68. Routers on the network can be con-
fi gured to pass these bootp broadcasts. Without bootp broadcasts, you’d have to 
place a DHCP server on each subnet, or utilize a DHCP Proxy service to act as a 
liaison between the DHCP client and server.

Understanding APIPA
If a DHCP client is unable to reach a DHCP server, it will automatically assign itself 
an IP address using Automatic Private Internet Protocol Addressing (APIPA). The 
APIPA address always starts with 169.254 in the IP address and always has a subnet 
mask of 255.255.0.0.  The host ID is randomly generated by the client computer 
and then broadcast on the network to check for IP address confl icts.  If no confl icts 
are found the client will assume the generated IP address.

The APIPA address provides limited connectivity for clients on the network. If other 
clients also have an APIPA address, then they have a network ID of 169.254.0.0, and 
they can communicate with each other. However, APIPA doesn’t provide a default 
gateway, so clients will not be able to access any resources outside of the subnet, 
including the Internet.

You can tell whether a client has been assigned an IPv4 address by typing 
ipconfig /all at the command prompt. Listing 5.1 shows the results.

Listing 5.1: ipconfig /all output

C:\>ipconfig /all

Windows IP Configuration

   Host Name . . . . . . . . . . . . : FS1

   Primary Dns Suffix  . . . . . . . : wiley.com

   Node Type . . . . . . . . . . . . : Hybrid

   IP Routing Enabled. . . . . . . . : No

   WINS Proxy Enabled. . . . . . . . : No

   DNS Suffix Search List. . . . . . : wiley.com

Ethernet adapter Local Area Connection:

   Connection-specific DNS Suffix  . :

   Description . . . . . . . . . . . : 

        Intel 21140-Based PCI Fast Ethernet Adapter

   Physical Address. . . . . . . . . : 00-03-FF-5A-02-00

   DHCP Enabled. . . . . . . . . . . : Yes

▶

Routers that can 
pass these bootp 
broadcasts on 
UDP ports 67 and 
68 are RFC 1542 
compatible. 
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1 1 3T h e  E s s e n t i a l s  a n d  B e y o n d

   Autoconfiguration Enabled . . . . : Yes
   Link-local IPv6 Address . . . . . : fe80::184:e9f8:a71b:
304%10(Preferred)
   Autoconfiguration IPv4 Address. . : 169.254.3.4(Preferred)
   Subnet Mask . . . . . . . . . . . : 255.255.0.0
   Default Gateway . . . . . . . . . :
   DNS Servers . . . . . . . . . . . : 
   NetBIOS over Tcpip. . . . . . . . : Enabled

In the code listing, three lines are in bold:

DHCP Enabled    When set to Yes, it shows this system is a DHCP client. 

Autoconfi guration Enabled    When set to Yes, this indicates that APIPA is enabled 
and an APIPA address will be assigned if a DHCP server can’t be reached.

Autoconfi guration IPv4 Address    An address starting with 169.254 shows this 
is an APIPA address. More, this shows that the DHCP client could not receive an 
address from a DHCP server.

End of Chapter Challenge Solution

Subnet A
Network ID: 192.168.20.0
First IP: 192.168.20.1
Last IP: 192.168.20.126

Subnet B
Network ID: 192.168.20.64
First IP: 192.168.20.129
Last IP: 192.168.20.254

IP: 192.168.20.2
SM: 255.255.255.128
DG: 192.168.20.1

IP: 192.168.20.3
SM: 255.255.255.128
DG: 192.168.20.1

IP: 192.168.20.67
SM: 255.255.255.128
DG: 192.168.20.65

IP: 192.168.20.68
SM: 255.255.255.128
DG: 192.168.20.65

IP: 192.168.20.4
SM: 255.255.255.128
DG: 192.168.20.1

IP: 192.168.20.5
SM: 255.255.255.128
DG: 192.168.20.1

IP: 192.168.20.71
SM: 255.255.255.128
DG: 192.168.20.65

IP: 192.168.20.72
SM: 255.255.255.128
DG: 192.168.20.65

Subnet A 192.168.20.1 
255.255.255.128

192.168.20.65 
255.255.255.128

Router

Subnet B
3

1

4

A B

2

7

5

8

6

THE ESSENT IALS AND BEYOND

In this chapter, you learned about the two primary components of an IPv4 address: the net-
work ID and the host ID. All computers on the same subnet must have the same network ID, 
and all these computers must have unique host IDs. IP addresses can be expressed in dotted 
decimal format or using binary. Classful IP addresses are identifi ed by the value in the fi rst 
octet of the IP address and have known subnet masks. Classless IP addresses are accompanied 

(Continues)
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by a subnet mask, which is used to determine the network ID. Classful IP addresses can 
be subnetted to create multiple subnetworks, or subnets. IP addresses and other TCP/IP 
 confi guration can be assigned manually or automatically using a DHCP server.

ADDIT IONAL EXERCISES

 ▶ Identify your IPv4 address.

 ▶ Identify whether your computer has a public IP address or a private IP address. 

 ▶ Determine the network ID of the following classful IP addresses:

 ▶ 192.168.20.5

 ▶ 172.16.178.17

 ▶ 10.80.3.18

 ▶ Determine the subnet mask and network ID of the following classless IP addresses:

 ▶ 192.168.232.222 /26

 ▶ 172.16.129.25 /20

 ▶ 10.178.215.111 /11

To compare your answers to the author’s, please visit www.sybex.com/go/
networkingessentials.

REVIEW QUEST IONS

1. Which of the following addresses is a valid IPv4 address?

A.  192.168.1.256 C.  2001:0000:4137:9e76:3c2b:05ad:3f57:fe98

B.  10.1.25.2 D.  2001:0000:4137:9g76:3c2b:05zd:3x57:gh98

2. What class is the following IP address: 192.168.1.5?

A.  Class A C.  Class C

B.  Class B D.  Class D

3. True or false. The following two classful IP addresses have the same network ID: 
192.168.1.5 and 192.168.2.6

4. True or false. The following two classful IP addresses have the same network ID: 
10.80.4.2 and 10.81.15.2

THE ESSENT IALS AND BEYOND (Continued)

(Continues)
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5. Look at the following graphic. Which letter or number would represent the default 
gateway for subnet B?

Subnet A
Router

Subnet B
3

1

4

A B

C

D

2

7

5

8

6

6. What is the subnet mask for the following IP address: 192.168.1.5 /26?

A.  192.168.1.5 C.  255.255.255.192

B.  255.255.255.0 D.  255.255.255.240

7. Which of the following IP addresses is in one of the reserved IP address ranges 
defined by RFC 1918?

A.  10.80.256.1 C.  192.169.4.5

B.  172.17.34.14 D.  224.17.2.5

8. How many hosts are supported in subnet with a network ID of 192.168.1.128 /26?

A.  30 C.  62

B.  32 D.  64

9. True or false. The following two classless IP addresses have the same network 
ID: 192.168.1.105 /26 and 192.168.1.136 /26. 

10. A computer is unable to communicate with other computers on the network. You use 
ipconfig and see the following information:

IP address: 169.254.5.7

Subnet mask: 255.255.0.0

Default gateway: blank

DNS server: blank

A.  A DHCP server can’t be 
reached.

C.  The DNS server IP address needs to 
be manually configured.

B.  The default gateway needs to 
be manually configured.

D.  None of the above.

THE ESSENT IALS AND BEYOND (Continued)
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